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Abstract
Digital watermarking is an eﬃcient technique to protect copyright and ownership of digital information. But in traditional methods
of digital image watermarking, the texture of original image gets distorted more or less. In this paper, a zero-watermarking based
copyright protection scheme is proposed. Watermark is not embedded in the host image rather it is encrypted with the host
image. Two schemes are proposed, the basic idea behind both the schemes is making use of Discrete Wavelet Transformation
and Singular Value Decomposition to extract robust features of host image. The ﬁrst approach consists of dividing the host image
into overlapping sub images of size 8 × 8. Each block is further decomposed up to level-one using Discrete Wavelet Transform
followed by Singular Value Decomposition. In the second approach the image is ﬁrst subject to DWT, then the approximation part
is chosen and later it is divided into overlapping sub-images of size 4 × 4. The further steps are same for both the algorithms. The
encryption of the secret image with the host image is done by generating two shares: the master share and the ownership share.
The master share is generated by diﬀerential classiﬁcation of features extracted. The ownership share is generated with the help
of master share and secret image. The two shares separately do not give any clue of the secret image but when put together they
reveal the encrypted secret image. Experimental results show how the proposed algorithm is successful in resisting some common
image processing and geometrical attacks.
c© 2015 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of organizing committee of the International Conference on Eco-friendly Computing and Com-
munication Systems (ICECCS2015).
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1. Introduction
In recent years, due to the rapid growth of technology, the distribution of multimedia data in digital form via internet
became very popular. Such an open access to multimedia data allows the internet users to alter this data in a variety of
ways. This can be done by large scale duplication, altering or stealing the original data from the internet. Thus it has
become tough for the copyright owner to protect the originality of the data and prove their ownership over the data.
This arise the necessity of techniques for authentication and protection of the data content. Digital watermarking1
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is a type of such technique that hides owner’s information, or so called digital watermark, in an image. The hidden
watermark can be subsequently used for the purpose of copyright protection, image authentication etc. Whenever
there is a dispute over the ownership of an image, the hidden watermark must be extracted from the suspected image
to verify the rightful ownership. Watermarking can also be used to maintain the integrity of the data by detecting
any tampering done on data either deliberately or accidentally. In such a case a fragile watermark is embedded in
the image, that gets destroyed easily when image is tampered2. The amount and type of destruction in the extracted
watermark gives the information about the tamper made to the original image. In this paper we emphasize on the ﬁrst
type of watermarking, i.e., watermarking for copyright protection of user on image data.
The watermark can either be inserted in the host image itself3 or the host image can be encrypted with the water-
mark without inserting it explicitly in the host image4,2. In2, Balanced Neural Tree5 has been used to encrypt the
secret image with host image, where as in4, visual cryptography6 has been used. The technique called visual cryp-
tography (VC) encrypts the visual data by dividing it into multiple shares. These shares separately do not give any
information about encrypted image but when stacked together, the encrypted image is obtained. Visual cryptography
has been used by many researchers for lossless watermarking7,8. The advantage of this kind of watermarking is that
it does not eﬀect the texture quality of the host image so no visual degradation is perceived in the watermarked image.
Chang and Chung has proposed a scheme by using the combination of visual cryptography with a terminology
called torus automorphism in9. The use of this combination protects the host image from any sort of alteration.
However, in this scheme, there is a restriction that the size of the watermark is dependent on the size of the host
image. Later, Hsu and Hou10 have proposed a new scheme, where again there is no alteration in the host image
during the process of watermark embedding. They have used the sampling distribution of various means and VC.
Moreover, in this scheme, multiple secret images can be embedded in the host image without altering it. Also the size
of the watermark and host image are independent of each other resulting a ﬂexibility to use a binary image of any
size as a watermark. Hou and Huang11 have proposed a watermarking scheme based on comparison of pixel values in
spatial domain. The comparison of two pixels picked at random decides the content of master share and the ownership
share is constructed using rules of VC codebook with master share and secret image. Their scheme can cast a larger
watermark in a smaller image and is able to withstand common image processing attacks.
Wang and Chen12 have proposed a hybrid DWT-SVD based scheme using VC for copyright protection. In their
scheme, ﬁrst the features are extracted by applying DWT and SVD on host image. The extracted image features
are then classiﬁed into two clusters using K-means clustering technique, and a master share is generated according
to the clustering results. Finally the master share and the secret image are used to generate the ownership share
using VC codebook. The scheme is found secure and robust against common image processing attacks. Rawat and
Balasubramanian have proposed a VC based technique employing fractional fourier transform (FrFT) and SVD in7.
First the features are extracted using FrFT and SVD, then a binary map is constructed using extracted features. Thus
constructed binary map is used to generate master share using VC codebook. Further ownership share is constructed
using master share and the secret image using VC codebook. The scheme is found robust against various image
processing attacks. The limitations with some of the VC based techniques is that, false alarms are not negligible for
them13.
The other drawback of VC based techniques is the bigger size of ownership share (double of secret image), re-
quiring more storage space. In this paper, we have addressed this problem by avoiding use of VC for master share
and ownership share construction. Two schemes have been developed using discrete wavelet transform (DWT) and
singular value decomposition (SVD) in two diﬀerent ways. A diﬀerential classiﬁcation of SVD has been used to
create a master share of random nature which is used to generate ownership share using the secrete image by simple
X-OR operation.
2. Preliminaries
Discrete wavelet transform (DWT) and singular value decomposition (SVD) are established mathematical tools
used in digital image processing from decades. A brief description for both of them have been included here. For a
detailed study, reader are refereed to14 15.
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Discrete wavelet Transform
Discrete wavelet transform is a mathematical tool, used to decompose a function into a set of basis functions called
wavelets. Wavelets are created by translation and dilation of a ﬁxed function, called the mother wavelet. Wavelets
provides frequency as well as time information of a function. Wavelet transforms are able to provide multi resolution
analysis of digital images. A discrete wavelet decomposition divides the digital image into four sub-bands i.e., HH,
HL, LH, LL i.e. vertical details, diagonal details, horizontal details and approximation or low level details. At the next
level LL band is used as input and we get second level decomposition with HH1, HL1, LH1 and LL1. Continuing
the process up to nth level a pyramid is obtained. Most of the visual information is contained in LL band, so for a
robust watermarking scheme the watermark is embedded in the LL band. The other bands contains edge information
(the higher frequency information), that human eyes do not perceive as quickly. So high frequency bands are used to
embed an imperceptible watermark.
Singular value decomposition
In linear algebra singular value decomposition is a factorization of a real or complex matrix of size m × n. SVD
factorization for a matrix M of size m × n is deﬁned as- M = UΣV∗, where U is a m × m unitary matrix, Σ is a
m × n rectangular diagonal matrix with non negative real entries at diagonals and V is a complex unitary matrix of
size n × n. The diagonal entries of Σ are known as singular values. Singular values are arranged in a decreasing
order automatically as a result of decomposition. Singular values show a very good behavior for dealing with image
data. SVD identiﬁes data points which exhibit maximum variations which enables us to ﬁnd best approximation
of original data using lesser dimensions. SVD is rotation invariant and translation invariant which makes it ideal
candidate to withstand various kinds of image processing attacks. A little variation in singular values does not aﬀect
the visual quality of an image very much which makes it ideal candidate for human visual system based digital image
watermarking.
3. Proposed Watermarking Schemes
The proposed watermarking schemes consist of two phases, i.e., ownership registration phase and ownership iden-
tiﬁcation phase. In the next subsection both the phases are explained in detail for scheme-I. Further a short description
is given for scheme-II, as it diﬀers from the scheme-I in a few steps.
3.1. scheme-I
The ownership registration phase further consist of two processes-(1) master share generation and (2) ownership
share generation. The two processes are explained as below:
Master share generation
Let H be the host image of size M × N and s be the secret image of size m × n. The master share is generated in
the following steps.
1. Divide the host image into overlapping blocks of size 8 × 8.
2. Apply 1-level DWT on each of the block. This creates four sub-bands of image data namely LL, LH, HL, and
HH. The LL band (approximation band) consist of the low frequency data. As the low frequency data is least
eﬀected by any kind of noise suﬀered by the image. So we use LL band to extract the robust features of the
image for constructing master share.
3. Apply SVD to LL sub-band of each 8 × 8 block and chose the highest singular value of each block. Arrange the
chosen singular values in a matrix S .
4. Generate four random number sequences using four keys k1, k2, k3, k4. The random number keys are generated
using Mersenne twister algorithm in Matlab. The generated random number sequences are used to pick the
singular values randomly.
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Fig. 1. (Left) Flowchart diagram for ownership registration phase of Scheme-I (right) Flowchart diagram for ownership registration phase of
Scheme-II
5. Two singular values are picked from matrix S randomly at a time, using the four random number keys. Let
picked singular values be svi, j and svp,q. Then the number i comes from sequence k1, j comes from sequence k2,
p comes from sequence k3 and q comes from sequence k4.
6. The master share is generated by diﬀerential classiﬁcation of randomly picked singular values. If the diﬀerence
between the picked singular values svi, j and svp,q is higher than 0, then a ‘1’ is placed in the matrix M otherwise
a ‘0’ is placed in the matrix M. Where M is the master share matrix.
Ownership share generation
For generating ownership share O, the master share M and the secret image s are joined using an X-OR opration.
This ownership share O is registered with a certiﬁed authority and the four secret keys k1, k2, k3, k4 are preserved by the
owner of the image. A ﬂowchart diagram is given in Fig 1 to support more clariﬁcation in the ownership registration
phase.
Ownership identiﬁcation
Whenever there is a dispute over the rightful ownership of the watermarked image. The rightful ownership can
be proved by extracting the owner’s watermark from the disputed image. To extract the secret watermark image,
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the master share is generated from the disputed image using the procedure discussed above using the secret keys
preserved by the rightful owner. Further the secret image is revealed by performing a X-OR operation between the
generated master share and the ownership share provided by the certiﬁed authority. Keep in mind that the secret
image is revealed only if the master share generated is correct i.e., master share generated with wrong keys can never
generate a correct master share. Hence can not extract correct secret image.
3.2. scheme-II
The proposed scheme-II is also more or less similar to the proposed scheme-I. The basic diﬀerence is in the master
share generation process. In scheme-II ﬁrst the DWT is applied on the whole image and then the LL band is selected
for further processing. The LL band is divided into blocks of size 4× 4. Then a Singular value decomposition is done
on each block and the remaining procedure to generate the master share is similar to scheme-I. A ﬂowchart diagram
for scheme-II is shown in Fig 1. The purpose of developing these two schemes is to check the validity of blockwise
separation. In ﬁrst scheme ﬁrst a blockwise separation is done and then DWT is applied, whereas in second scheme
ﬁrst DWT is applied and then a blockwise separation is done. For both schemes LL band is selected. The performance
evaluation of the two schemes is given in the section experimental results and discussions. To make the watermarked
image more resistant to the cropping attack, the watermark can be embedded in the central portion of the host image
as the central portion of an image is more informative most of the time. So there are least chances of cropping out the
central portion. This can be done by giving a translation to the random number sequences in such a way, so that all
the random numbers lies in the central portion of the host image. The watermarks have been embedded in the central
portion by scheme-I.
4. Experimental Results and Discussions
For performance evaluation of the proposed schemes standard benchmark grayscale images of size 512× 512 such
as Lena, Peppers, Barbara, Baboon, House and cameraman have been used as host images. A binary image of size
128 × 128 has been used as secret watermark image. Due to limited space available, the visual results are given only
on one image, i.e., Peppers, shown in Fig 2. For the remaining images the quantitative results are listed in Table
1 using scheme-I and Table 2 using scheme-II. The results of the proposed scheme-I and proposed scheme-II are
compared with a similar type of watermarking technique based on master share and ownership share proposed by
Rani et al. 8. The results are compared visually as shown in Fig 2. From the visual results it is clear that the extracted
watermark is always identiﬁable even though the host image is severely degraded. The proposed scheme-I achieves
better results over the proposed scheme-II and the scheme proposed by8. But here it is worth to clear that scheme-I is
computationally expensive as compared to scheme-II. An improvement can be achieved in cropping attack very easily
by scheme-II, by embedding the watermark in central portion of the host image without aﬀecting the computational
cost.
For quantitative evaluation peak signal to noise ratio (PSNR) and normalized correlation (NC) is used. PSNR is
used to measure the amount of noise in the distorted host image and NC is used to measure the amount of resemblance
between extracted and original watermark. PSNR and NC are deﬁned as below:
PSNR = 20 log10
(
255√
MSE
)
dB (1)
where MSE is the mean squared error between the original image H and the distorted image H′ and given by
MSE =
1
mn
m−1∑
i=0
n−1∑
j=0
[H(i, j) − H′(i, j)]2 (2)
NC =
1
mn
m∑
i=1
n∑
j=1
[Wi, j ⊕ W˜i, j] (3)
where Wi, j and W˜i, j represents the original and extracted watermark images respectively, ⊕ denotes the exclusive-or
(XOR) operation and m × n is the image size.
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Fig. 2. Attacked Peppers image along with PSNR value and extracted watermarks from scheme-I, scheme-II and Rani et al. along with NC values
The watermarked host image is deliberately distorted by adding various kinds of noise using Matlab functions such
as Gaussian noise, average ﬁltering, median ﬁltering, unsharp masking, histogram equalization, rotation, cropping,
resizing and JPEG compression. A PSNR value is computed between the original undistorted host image and distorted
host image. A low PSNR value is indicative of more distortion being present in the disputed image. NCC is computed
between the original preserved watermark and the extracted watermark. A high NC value tells that the extracted
watermark is more resembling to the original watermark. From the quantitative results listed in Table 1 and Table 2,
it is clear that, despite of the low PSNR value of the host image, The NC value of extracted watermark is suﬃciently
high, which is required to proof the authentication of the owner on the image.
5. Conclusions
In this paper two schemes based on zero watermarking have been proposed for rightful ownership authentication.
Scheme-I shows good robustness to various kinds of distortions added to host image as compared to scheme-II.
But scheme-II is computationally cheaper as compared to scheme-I. Scheme-I takes about 15 minutes to embed and
extract the watermark whereas scheme-II takes only 90 seconds to complete the process. Scheme-II is not as robust as
scheme-I, but still the extracted watermark is suﬃciently resembling to the original watermark to establish the owner’s
rightful identiﬁcation. Embedding the watermark in the central portion of the host image can provide good robustness
from cropping attack and can be implemented in the scheme-II as well, without increasing the computational cost.
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Table 1. The PSNR values of distorted host images and NC values of corresponding extracted watermarks from scheme-I.
Peppers Lena Barbara Baboon Cameraman House
Attack PSNR NC PSNR NC PSNR NC PSNR NC PSNR NC PSNR NC
Gaussian Noise Addition (5%) 20.24 0.9708 20.05 0.9764 20.12 0.9697 20.09 0.9628 20.39 0.9547 20.21 0.9755
Average Filtering (7 × 7) 25.98 0.9759 27.17 0.9791 22.84 0.9856 19.62 0.9752 23.78 0.9628 23.04 0.9633
Median Filtering (7 × 7) 27.63 0.9833 28.83 0.9822 23.13 0.9878 19.53 0.9780 21.10 0.9699 21.01 0.9706
Unsharp masking 25.25 0.9805 25.44 0.9844 19.11 0.9649 16.26 0.9814 22.24 0.9726 21.07 0.9700
Resizing (512→ 256→ 512) 31.14 0.9959 33.76 0.9971 22.72 0.9961 23.35 0.9944 30.30 0.9910 28.65 0.9931
Rotation (50) 12.50 0.8607 14.23 0.8749 13.32 0.9039 13.40 0.8639 13.75 0.8507 12.43 0.8358
Cropping(50%) 08.00 1 15.57 1 08.35 1 16.00 1 17.17 1 16.81 1
Cropping (75%) 06.66 1 14.20 1 06.85 1 12.13 1 11.11 1 12.23 1
Histogram Equalization 18.61 0.9788 19.11 0.9819 20.84 0.9843 17.76 0.9920 19.23 0.9651 14.58 0.9426
Contrast Adjustment 21.43 0.9991 22.03 0.9932 24.29 0.9986 23.67 0.9979 21.89 0.9907 22.96 0.9955
JPEG Compression (Q=40) 35.71 0.9934 28.50 0.9984 32.08 0.9912 24.50 0.9970 22.45 0.9901 22.51 0.9914
Table 2. The PSNR values of distorted host images and NC values of corresponding extracted watermarks from scheme-II.
Peppers Lena Barbara Baboon Cameraman House
Attack PSNR NC PSNR NC PSNR NC PSNR NC PSNR NC PSNR NC
Gaussian Noise Addition (5%) 20.24 0.9609 20.05 0.9103 20.12 0.9589 20.09 0.9051 20.39 0.9506 20.21 0.9355
Average Filtering (7 × 7) 25.98 0.9751 27.17 0.9755 22.84 0.9482 19.62 0.8782 23.78 0.9354 23.04 0.9461
Median Filtering (7 × 7) 27.63 0.9805 28.83 0.9819 23.13 0.9496 19.53 0.8992 21.10 0.9404 21.01 0.9594
Unsharp masking 25.25 0.9795 25.44 0.9732 19.11 0.9204 16.62 0.8889 22.24 0.9482 21.02 0.9561
Resizing (512→ 256→ 512) 31.14 0.9934 33.76 0.9935 22.72 0.9673 23.35 0.9674 30.30 0.9818 28.65 0.9874
Rotation (50) 12.50 0.7935 14.23 0.8358 13.32 0.7608 13.40 0.8171 13.75 0.7399 12.43 0.7649
Cropping(50%) 08.00 0.6912 15.57 0.5694 08.35 0.5817 16.00 0.6858 17.17 0.5005 16.81 0.6066
Histogram Equalization 18.61 0.9478 19.11 0.9909 20.84 0.9643 17.76 0.8747 19.23 0.9244 14.58 0.8066
Contrast Adjustment 21.43 0.9562 22.03 0.9922 24.29 0.9916 23.67 0.9846 21.89 0.9297 22.96 0.9556
JPEG Compression (Q=40) 35.71 0.9814 28.50 0.9723 32.08 0.9812 24.50 0.9799 22.45 0.9891 22.51 0.9894
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